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Configuring a VEEAM off host backup
proxy server for backing up a Windows
Server 2012 R2 Hyper-V cluster with a
DELL Compellent SAN (Fiber Channel)

Introduction

This white paper describes how to configure a VEEAM Off host backup proxy server for backing up a
Windows Server 2012 R2 Hyper-V cluster that uses a DELL Compellent SAN with VEEAM Backup &
Replication 7.0. The protocol used here is Fiber Channel. This has following benefits:

e You leverage the hardware VSS provider of the Compellent Replay Manager for snapshots.
This avoids time out issues on heavy 10 CSV or some of the bugs related to software
snapshots of Hyper-V CSVs on Windows Failover Cluster nodes that have ODX enabled.

e You off load the backup process from the Hyper-V nodes to a separate server. This preserves
CPU cycles and network bandwidth associated with the backup process for virtualization
workloads.

e Depending on your particular setup you avoid copying data over the network if the backup
repository storage is attached directly to the Off Host Backup Proxy.

Environment Used

In this article we use a 2 node Windows Server 2012 R2 Hyper-V cluster with Fiber Channel access to
the DELL Compellent SAN. We have a Windows Server 2012 R2 server that serves as a VEEAM off
host backup proxyand also has Fiber Channel access to the DELL Compellent SAN. This server also has
access over fiber channel to a DELL PowerVault MD3600F with MD1200 JBOD extension bays. VEEAM
Backup & Replication runs on Virtual Machine with 12GB of memory, 8 vCPU and a local SQL Server
Standard 2012 SP1 database. This virtual machine is actually running on the VEEAM Off host backup
proxythat must have the Hyper-V role enabled anyway. Fiber Channel access is over 8Gbps and
Brocade 5100 switches. The bottle neck here are the source nodes of the Hyper-V Cluster that “only
have 4Gbps” FC cards.

e DELL Compellent SC6.3.10

e DELLR710, dual socket, 4 core , 48GB of DDR3 memory (off host backup proxy server)
e DELLR720, dual socket, 8 core, 128GB DDR3 memory (Hyper-V nodes)

e Brocade FC switches (5100 series)

e DELL MD3600F with 6 MD1200 JBODs. 2TB 3.5” NL-SAS disks 7.2K RPM

Here’s a simplified drawing of the environment

- ) . . Microsoft’
Didier Van Hoye http://workinghardinit.wordpress.com WIS Most Valuable

Professional




\VEEAM

IT JUST WORKS!™ Revision 1.0 - Didier Van Hoye ©2014

DELL Compellent SAN
SSD/HDD

mpellent Snapshot of CSV on.;= i
SAN Compellent SAN
READ ONLY ﬁ"‘& .
Read/Write

e

v, ViEE”KM Backup &

VEEAM Off Host Backup™*+=Réglication VM
Proxy & Repository B

——

W2K12R2 Hyper-V Cluster to Backup

e

B Windows Server 2012 R2

DELL PowerEdge R720
Emulex 8Gbps FC to Compellent

I

Emulex 8Gbps FC to Compellent
+ attached to MD3600F & MD1200
(3.5" 7.2K RPM NL-SAS)

Microsoft’

"UI3) Most Valuable

Didier Van Hoye http://workinghardinit.wordpress.com
Professional




IVEEQAM

IT JUST WORKS!™ Revision 1.0 - Didier Van Hoye ©2014

Configuration

Preliminary Configuration of the Off Host Backup Proxy

Once we have our Hyper-V clusters and VEEM Backup environment set up we need to configure the
Compellent SAN LUNs and the Replay Manager software to make sure the hardware VSS provider is
used and the transportable snapshots can be presented to the Off host backup proxy erver.

The following steps are extremely important and cannot be ignored without running the risk of data
corruption on your Hyper-V CSVs.

For many system administrators running a Windows Failover Cluster (WFC) the idea of mapping a
LUN used for a cluster to another server is disconcerting. Visions of corrupted data & pink slips fly
through their heads. A very understandable concern. But the OHBP only needs to be able to see/read
the LUN. For that is doesn’t to be online for Windows and it is actually very much unwanted! So to
make sure that this does not happen we take two actions:

1) We set the SAN policy on the OHBP to offline.
2) We map the Hyper-V LUNs as read only to the OHBP host.

We’'ll discuss how to do both these actions below.

Set the SAN policy on the OHBP to offline.

Please note that installing VEEM will set the policy to “OfflineShared” for you. But you have to make
sure. | have seen this policy being reverted after a reboot. So to make sure this is correct we set it
manually to and reboot the server to check it’s active and stays active. See
http://technet.microsoft.com/en-us/library/gg252636.aspx for more information on SAN policy.

Microsoft Windows [Uersion 6.3.960H1]
Cc>» 2013 Microsoft Corporation. All rights reserved.

C:xWindowsszystem32>dizkpart

Microsoft DiskPart version 6.3 .96H0H

Copyright <C>» 1997-2813 Microsoft Corporation.
On computer:

DISKPART > SAM

AN Policy : Offline Shared

DISKPART >

I’'m actually quite paranoid and | tend to set the SAN Policy to Offline All. Reboot and verify again.

DISKPART > zan policy=0fflinefAll

DizkPart successfully changed the SAM policy for the current operating system.

DISKPART > SAN
SAN Policy : Offline All
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For yet even more added security one can disable automount.

= Administrator; Command Prompt - diskpart

tsordiskpart

icrosoft DizkPart version 6.3.7680

opyright (C» 1999-—2A173 Microsoft Corporation.
On computer:

Let’s do so. Yes this is the “better safe than sorry” approach and I'll take the overhead of managing
any LUN presented to this host manually over data corruption!

Configuring DELL Compellent SAN Volume Mappings

Make sure you have the MPIO feature installed on the VEEAM off host backup proxy server just like
you do on cluster nodes. Also, just like on your cluster nodes, don’t forget to associate the Dell
Compellent volumes with the DSM. You can do this via the MPCLAIM CLI. Open an elevated
command prompt and type the following:

mpclaim.exe -r -i -d "COMPELNTCompellent Vol"

(-r reboots the server automatically, exclude it to have the option to restart manually). This one-time
reboot sets up the associations.

Configuring Dell Compellent Replay Manager Software

Install the Compellent Replay Manager Service

You need to install the Compellent Replay Manager Service on both the Hyper-V cluster nodes and
on the VEEAM off host backup proxy server. Do note that you need a license for this software, which
is needed later on when you configure this service on the hosts to interact with the Compellent SAN.

Note: before we begin this installation we have already installed the Hyper-V role on the VEEAM
off host backup proxy server. This is a prerequisite to use this VEEAM capability and it makes the
Compellent Replay Manager Service auto detect to install the Hyper-V Host Extension.
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To install the hardware VSS Provider (part of Compellent Replay Manager) you need open up an
elevated command prompt (run your command shell as an administrator), navigate to the folder
where the software is located and launch the msi.

I W =
“ Home Share Wiew
(-' - t | , v ThisPC » System (C:) » SysAdmin » RMO70101_001A
- Favori ~ Name Date modified
- Favorites
B Desktop | 680-008-012.pdf 10/23
4. Downloads ﬁl CompellentReplayManagerManagementSetup_070101007.msi
=| Recent places ﬁ! CompellentReplayManagerServicebetup_070101001.msi
ﬁ%‘ CompellentReplayManagerVerificationSetup_070101007.msi
1M This PC
EX Administrator: Command Prompt

nSysAdmin~RMB781601 _A81A>Compe 11lentReplayManagerServiceSetup_B781016001 .nsi

You'll see the InstallShield wizard pop up, click “Next”

15'5 Dell Compellent Replay Manager - InstallShield Wizard -

Welcome to the InstallShield Wizard for Dell
Compellent Replay Manager

“4

The InstallShield(R) Wizard will allow you to maodify, repair, or
remave Dell Compellent Replay Manager. To continue, dick
Mext,

= Back [ Mext= ! | Cancel

Accept the license agreement and click “Next”
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License Agreement

Pleaze read the following license agreement carefully.

DELL END USER LICENSE AGREEMENT Ver. 1.3
TYPE-A SOFTWARE

THIS IS A LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR AN ENTITY)
AMND DELL PRODUCTS L.P. OR DELL GLOBAL B.V. (SINGAPORE BRANCH), ON BEHALF OF
DELL INC. AMD ITS WORLDWIDE SUBSIDIARIES AND AFFILIATES (COLLECTIVELY, "Dell”
OR “DELL"), WHICH GOVERNS YOUR USE OF THE SOFTWARE. THE SOFTWARE SHALL
MEAM COLLECTIVELY THE SOFTWARE PROGRAM, THE ASSOCIATED MEDIA, PRINTED
MATERIALS, ONLINE OR ELECTRONIC DOCUMENTATION, AMD ANY COFIES THEREOF,
TO WHICH THIS AGREEMENT |5 ATTACHED OR OTHERWISE ASSOCIATED (the
“Software” or "SOFTWARE"). PLEASE READ THE TERMS AND CONDITIONS OF THIS

(- 1 accept the terms in the license agreement

() I do not accept the terms in the license agreement

Installshield

Destination Folder

Click Mext to install to this folder, or dick Change to install to a differe

Install Dell Compellent Replay Manager to:
C:\Program Files (x86)\Compellent Technologies\Replay Manager
for Microsoft Servers) =

Installshield
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The installer auto detects that it needs to install the Hyper-V Host Extension if the Hyper-V role is
installed on the server. This is exactly what we want. Click “Next”

Feature Selection
Select the program features you want installed.

Click on anicon in the list below to change how a feature iz installed.

Feature Description

Replay Manager extension for

| [Elvl Replay Manager Services
; application-aware backup and

Exchange Server Extension

Hyper-V Host Extension restore of Hyper-V host servers,
S0L Server Extension

This feature requires 144KE on
your hard drive.

InstallShield
| bep ||

You need to use a domain account that is a member of the local administrators group on the servers
involved. While not strictly necessary for snapshots made on one system it is needed for multi-server
setups such as Windows Failover clusters and in our use case the combination of a WFC with a
VEEAM off host backup proxy server. Fill out the account and password, click “Next”.

Change Service Account
Specify the domain account the Replay Manager Service will log on as

A domain account must be used for duster communication or to enable copying backup set
information to a network share.

() Local System Account
(®) This Account:

DomainUser Name
|DDMMN\rEpIaymanagerseruice

Password

Installshield
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The wizard is ready to install, kick this off by clicking “Install”

Ready to Install the Program

The wizard is ready to beqin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

Let the wizard complete.

Installing Dell Compellent Replay Manager
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs Dell Compellent Replay
Manager. This may take several minutes.

Status:
Starting services

InstallShield
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Click “Finish” to close the InstallShield wizard.

Installshield Wizard Completed

The Instalshield Wizard has successfully installed Dell
Compellent Replay Manager. Click Finish to exit the wizard.

Cancel

After a successful installation of the Replay Manager service you should see these two services
running on the hosts.

File Action View Help
| nmE e HE » oo
& Computer Managemen _
4 |} System Tools . A .
b (D) Task Scheduler Select an item to view its description. L
5 @ Eventi | . Compellent Replay Manager Provider Compellent Volume Shadow Copy Service (VSS) hardware provider. Running  Manual Local System
vent Viewer :
b &) Shared Folders £%{Compellent Replay Manager Service Compellent Replay Manager Service for Microsoft Servers (VSS). Running _Automatic
b & Local Users and | S " PP T
» (8 Performance £ Credential Manager Provides secure storage and retrieval of credentials to users, applica... Manual Local System
5l Device Manager Cryptographic Services Provides three management services: Catalog Database Service, whi... Running  Automatic Network Service
4 {2 Storage DCOM Server Process Launcher The DCOMLAUNCH service launches COM and DCOM servers inre...  Running  Autematic Local System
b s Windows Server £ Device Association Service Enables pairing between the system and wired or wireless devices. Manual (Trig... Local System
= Disk 7% Device Install Service Enables a computer to recagnize and adapt to hardware changes wi. Manual (Trig... Local System
4 F Services and Applice £ Device Setup Manager Enables the detection, download and installation of device-related s... Manual (Trig... Local System
b @ Routing and Ren £ DHCP Client Registers and updates IP addresses and DNS records for this compu...  Running  Automatic Local Service
125, Services fm Diagnostic Policy Service The Diagnostic Policy Service enables problem detection, troublesh...  Running  Autematic (D... Local Service
5 WM Control % Diagnostic Service Host The Diagnostic Service Host is used by the Diagnostic Policy Service... Manual Local Service
b & Message Queuin % Diagnostic System Host The Diagnostic System Host is used by the Diagnostic Policy Service... Manual Local System

Important! Verify that you have setup a Windows firewall rule to allow inbound traffic to TCP port
27444 for the Replay Manager service.

You are now ready to configure the hosts in the Dell Compellent Replay Manager Explorer. This is
need to allow the Replay manager Services on the host to interact with the Dell Compellent SAN in
order to create application consistent VSS based snapshot.
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Configure the DELL Compellent Replay Manager Explorer

You should have a server running the DELL Compellent Replay Manager Explorer. We're using the
most current Replay manager version at the time of writing which is 7.1.1.1

=) About Replay Manager

Dell Compellent Replay Manager Explorer
Version 7.1.1.1

© 2013 Dell Inc, All Rights Reserved,

You need to add the VEEAM Off host backup proxyserver to the Replay manager Explorer and then
configure which Compellent SAN or SANSs it can access via the Virtual IP address (VIP). This also needs
to be done for your Hyper-V nodes of the cluster, the process is similar. Please read the Compellent
Replay Manager documentation for more information on this subject. We only walk through the
process here to avoid digressing too much.

|%d Server Connectiops

g --4 W ! System Configuration |Nutiﬁm1
Connect To Server = ent !
Mame/TP Address: VEEAMOHER| tly de
Server Alias: | VEEAMOHEP -
Server Alias doesnotneed tobe a
valid network location.
| Cun___ng_n:_t__| | Cancel |
e e E——

If you have not installed the Replay Manager client, or if you have but the Replay Manager port
27444 is not opened for inbound connections in the Windows firewall you’ll get an error:

Connection refused by server -

The connection was refused by the server. The address or server name could be wrong, the ReplayManagerService is not running on the machine, or something is blocking the connection to port 27444 on the target machine, such as a firewall.

The fix is easy. Make sure the Replay Manager is indeed installed & running without issues. Then
verify that the firewall is configured to allow inbound traffic to port 27444.
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After you have added the server you need to activate it by entering your Replay Manager License Key
in the “Product Serial Number).

!i Server Connections
@ ... Add Server

| ticense | system Canfiguration || |[options|

u Please enter product activation license.

Please enter license details below. f you require any assistance please visit

http:/fwww support dell com/compellent and someone will guide you through the licensing
process.

Replay Manager must be licensed to enable service functionality.

™ Product Serial Number : |

) Activate via Internet —_—p o

) Activate via Phone

@ Configuration

Confiqure Server.

License has been activated for this product.

&5} packup sets

=P

Jobs

& |

Connected to B " (RMVersion: 7.1.1.1)  Queued Jobs:0  Queued Tasks: 0

You can now configure access to the DELL Compellent SAN
Repiay Manager Explorer [IE 0 ]

y Server Connections
o ... Add Server

Configure

1 System C |[Motifications | Options

Define Dell Comp ge Center sy to

Listed below are all currently defined systems as well as systems discovered through existing LUNs.

Select and update discovered systems to enable management To add a new system not discovered, selectthe Add New System
entry and fillin the details

Systems: System Information:
Default
TAdd New System] Host: 1P ADDRESS CF COMPLLENT SAN
Defined Systems User Name: | Compellen SAN Admin Account
Compellent SaN 1 Password: B .

Compellent San 2

This Server: V-EE:QM -O.m;st-ﬁ-a-t-\:\_l_u Proxy Saver ‘

Remove

Connected to = nE=s W (RM Version: 7.1.1.1)  Queued Jobs: 0 Queued Tasks: 0
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Important! When you add LUNs/CSVs to your cluster and as such to your VEEAM off host backup
proxy server you need to update your server configuration!

If all is well you should be able to view the volumes on the server and any Hyper-V guests on that
host

W Iinst { virtual Machine Label | [Backup set { Restore Foint
=T [6:2:3200,0 E
g0 |
e —— Select a host
E Configuration []
Configure Server
@ Backup Sets []
[
uz
Jobs
selecting mulpffle components
I=a Youcan multiple components by holding the sfift or
! control j#fys. After highlighting them, simply dick check box of
i gl o press thel spate b b Sekeck of desdect Hie
Reports
") E estore Point Rep
v
S
2
Queued Items “n/
R4
A0
1) Backup Extensions pdn
» P
Local Volumes / .
Hyper-Y Guest
(]
Connected to (RM Version: 7.1.1.1) Queued Jobs: 0 Queued Tasks: 0

To test all is working well you can create a replay manager backup schedule and run it. Make sure to
set it a “Copy” (do not select “Full VSS backup) so that it will not interfere with any backup software.
Please see the DELL Compellent Replay Manager user guide for more information.

Map Hyper-V LUNs as read only to the OHBP host

This protects us against an accident with the above mentioned DiskPart SAN policy and Automount
settings. If for some reason the policy gets reset to “OnlineAll” and “automount” gets enabled, you’ll
see lots of file system related errors but you’ll be saved by the SAN blocking any writes. The errors
are due to the operating system wanting to write to the online disk but in this scenario that would
cause disastrous corruption. As the host can’t write to the LUN due to the fact that it’s mapped as
“read only” to the host in Compellent SAN this is your fail safe. And while the event log might fill with
worrying event entries, you are protected.

- ) . i Microsoft'
Didier Van Hoye http://workinghardinit.wordpress.com WIS Most Valuable

Professional




\VEEAIM

IT JUST WORKS!™ Revision 1.0 - Didier Van Hoye ©2014

DELL Compellent == i

€ Storage Management ', View ©  Refresh o4 Help

ﬂ Properties | A Map Volume to Server €49 Map Volume to Remote System 4/ Remave Mappings from Valume | {0 Demote Mappings to Server Cluster Node:

l-lc%& é_ﬁh?age @ CSsV-08

= ‘g Volumes
)
= s |74 | e | s | o | svese | o
EB Hyper-V Cluster Disks . . — — — -
EI--B WK ARITM  © Refr ?\', Set Update Frequency 8 Find | 2 Map Volume to Server Q Map Volume to Remote System |
" ] Folder Path
Properties /
) & Map Volume to Server File Servers
E'r--[@ Replay Profil
{7 Storage Prof € Map Volume to Remote System
-uf Recyde Bin | = Rerove Mappings from Volume
I Servers
[ Disks & Demote Mappings to Server Cluster Nodes
[ Conh’o]\ers
. UPS | Expand Velume
Enclosures
| Racks B> Replay vt | controller Port [Lun~ [ReadOnly
[ _ Remote Systems e T E————7 3 No
: Users % Create Boot From SAN Copy ot o e 3 No
N Copy p d0C = ———c 3 No
= o o " EE———— 3 No
@ Move to Folder 00 T G 3 No
¥ Delete ot N EE———c 3 No
= up - O o —5 3 No
H |_¢.’.> Up FC ™ 1000000 . I EE————7 3 Mo

Now your Compellent SAN is a bit concerned about you’re data’s wellbeing and will notify you that
it’s already mapped to a remote server or system (a Windows Failover Cluster in our case). Select
“Yes (Read Only)”.

@ B op Vo
@ back Eout [)Aduisor

Warning: Volume CSV-0S is already mapped to a server or remote system.

IMapping a volume more than once may cause data corruption or unpredictable results.

Volumes are usually mapped to a single server, except for the case of clustering.
If you are using clustering, you should create a Server Cluster and map this volume to the cluster.

If you are not using clustering, it is recommended that you create a read only mapping.

Are you sure you want to map this volume again?

[ Z No ][ % Yes (Read Only) ]E p Yes % ‘

Microsoft
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Select the VEEAM Off host backup proxyserver and click “Continue”

4 Back [ quit [ Advisor

Select a Server to map:

¥l Servers

o
g B
£ 5@ W2K12RRTM

Hyper-V Clusters

2
-

[ createserver | [ 3 create server duser |

¥
S
8

Confirm the details of the volume/LUN to be mapped to the server (your off host backup proxy) and
click “Create Now”.

; - Map Volume to Server
@ pack ) ouit 7] Advisor
Create mapping between the following Volume and Server:
Vaolume: CSV-05
VEEAM Off Host Backup Proxy server
Server: 4
& Advanced H E & Create Now ,|
- . - R Microsoft
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The CSV will be mapped to the server running the VEEAM Off host backup proxyrole.

D&LL Compellent g

(, Storage Management (2, View © : Refresh +f Help

i Properties | & Map Volume to Server €5 Map Volume to Remote System A4/ Remove Mappings from Volume | i Demote Mappings to Server Cluster Nodes | B Ex

. o=
& @ storage ( @ csv0s

=1+ Volumes
e

23

s e e Y
I:*]B General CopyMirrar Migrate Replay Calendar || Statistics
15 Hyper-y Cluster Disks - —

-5 WaKIRRTM
[ S5 (CSv-05)
.- i@l CSV-DATA
i snos
o il Witness
[ Replay Profies
#1-[7] Storage Profiles

"¢ Refresh 9% Set Update Frequency & Find | <4 Map Volume to Server €5 Map Volume to Remote System | <4 Modit

Server Folder Path

- wf Recyde Bin
(=g Servers
- o
T
) Mapping Details
E:-‘Gp AR TR Status [Type [serverport | controller Port [ [readony |
4 Up FC i — T T Mo
o =5 < Up FC W — ) W5 3 No
-4 Disks < Up FC me——E s 3 Mo
- %) Controllers < Up FC W O W L Mo
12 ups < Up FC i g 3 No
j'g E”:‘:“'ES < up Fc - — Wi 3 o
T R : :
. C R:mm o < Up FC o —— W Y s 3 No
; s 0 Up FC p e =GN R mE7 3 Mo

It goes without saying you need to do this for all CSV LUNs of the Hyper-V cluster you want to backup
in this fashion. If you look at the properties for the mappings of that server by right clicking it and
selecting “Modify Mapping” you’ll notice it is indicated that the current mapping is “Read Only”

4 Back BJouit [B) Advisor

182
L1 selectLUN
[T Map velume using LUN 0 (this is usually reserved for boot volumes).

[l Use LUN |255 |when mapping the selected volume to the selected server.

/| Use the next available LUN if the preferred LUN is unavailable.

ﬁ!‘ Restrict Mapping Paths
[Z] Only map using specified server ports:
|Type |SEN’EI’ Port Status ICumachEd CommH
Im up
Fm Fc Up

| [ ¥

[C] Map to controller | : if possible
ﬁ_@ Configure Multipathing
Maximum number of paths allowed: |05 Default 7}2 085 Default: 32

g Configure Volume Use

The selected volume should be presented as read-only to the selected server.

Note: When using Compellent Enterprise Manager GUI the wizard is different. You MUST go into
advanced properties and select to map the volume as read only!
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Configuration of the Hyper-V Cluster in VEEAM Backup & Replication
We are adding our Hyper-V cluster to the VEEAM Backup & Replication server in Managed Servers
under Backup Infrastructure

Server

FF X 85

Add Edit Remove | Rescan Uporade
Server Server Server

|
Manage Server | Storage |

Backup Infrastructure ,D Type i1 an obfect name to search for
Backup Proxies [ Mame Type

g Backup Repositories = — Microsoft Hyper-Y Cluster
&9 WAN Accelerators
4 oh SureBackup
i Application Groups
£, virual Labs
4 '@ Managed servers
4 32 Microsoft HyperV/

W TP S

Add Server...
Upgrade Servers...

Rescan
NI

Fill out the FQDN of the Hyper-V Cluster and click “Next”

Name
Specify DNS name or |P address of Microsoft Hyper-V server.

DMNS name or IP address:
| Hyper-V cluster FQDN

Description:
Created by T at 2/22/2014 63918 PM.

< Previous Finigh | | Cancel

- . - . Microsoft
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Select the correct option in this case a Microsoft Hyper-v cluster.

New Hyper-V Server -

Type
Select the type of server you wart to add.

Name () Microsoft System Center Virtual Machine Manager (SCVMM)

If you are using SCWMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and

Type clusters information from SCVYMM, and add them to managed servers automatically.

Credentials ~
(®) Microsoft Hyper-V cluster

Apphy LIze this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness.

Results

Summary ) Microsoft Hyper-V server (standalone)
Use this option to register standalone Hyper-\' server that is not a part of a cluster, and not
managed by SCVMM.

[<Prvous | [ Not> |

Select an account with local admin rights on the cluster nodes and click “Next”

(Note the VEEAM isn’t dealing well with global group nested in domain local groups. So we add our
domain user VEEAM account to the local admins groups on the servers directly.)

New Hyper-V Server 2
Credentials
Type in server administrator credentials.
Name w | Typein an account with local administrator privileges on the server you are adding.
g Use DOMAINWUSER format for domain accounts, or HOSTAWUSER for local accounts.
Type
Credentials Credertials: | ‘weeam " (Created by | w | | Add...
Apply Please wait pounts
Results
3 Resolving Hyper-\ higrarchy
Summary
Click Ports to customize network ports to be used by individual components
<o | [ 5
.- . - . Microsoft’
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Wait until it has resolved the Hyper-V hierarchy ... and then wait for discovery to complete

4 Apply
Please wait while required operations are being performed. This may take a few minutes. ..

e |
Hypery

Name Tasks:

Install Server name Status
L v —— pr ——
c s [wl] ] <Discovemg...>

<Previous | | MNet> || o || Cancel

You'll see that the Installer components on both cluster nodes is out of date, which is sort of true as
they are not even there yet. Click “Next”.

==  Apply
Please wait while required operations are being performed. This may take a few minutes...
=F

Hyper-\

Name

Status
Type Instaler component is ouf of dafe.

o ials Instaler component is ouf of dafe.

.- ) - y Microsoft
Didier Van Hoye http://workinghardinit.wordpress.com @ Most Valuable

Professional



VEEam

IT JUST WORKS!™ Revision 1.0 - Didier Van Hoye ©2014

Watch the progress of the installation unfold.

==  Results
The following servers have been processed.

Managed servers:

Server
o] (& |
@ mm

Status
Uploading package Vesam Transport.msi
Uploading package Veeam Transport msi

Installing package Veeam Transport msi
Installing package Vesam Transport msi

Waiting for other servers
Waiting for other servers

< Previous | | Next = | | Einish | | Cancel

"

When it’s done and succeeded, click “Next”.

= Results
The following servers have been processed.

Managed servers:

Server
Qo
bl ]

Summary

Status
Server has been added successfully
Server has been added successfully

Didier Van Hoye

< Previous | | Mext = | | Finish

| | Cancel
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You'll get a summary and you click “Finish” to end this part.

==  Summary

You can copy the configuration information below for future reference.
.

Hyper-V

Mame Summary:

Microsoft Hyper-V Cluster =" was successfully created.

Type User: \weean, .

Credentials

Apply

Results

< Previous | |

Server

F=BRAl Home

FFX R
Add  Edit Remove  Manage Rescan |porade
Server Seryer Server | Volumes

Manage Server Storage

 Backup Infrastructure Mame Type
" <= - ' i [T Microsoft Hyper-\ Server
Backup Proxies i =5 Aerru oY T A By
g Backup Repositories
&9 WAN Accelerators
4 iy SureBackup
o Application Groups
&L, Virtual Labs
4 1§y Managed servers
4 £+ Microsoft Hyper-V
4 F HyperV Clusters
ﬁ e
25 W2KIZRZRTM
i Standalone Hosts
B> Microsoft Windows

Upgrade...

Rescan

Manage Velumes |

g (m|of =

Properties...

Didier Van Hoye http://workinghardinit.wordpress.com
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You will see the CSV volumes & local volumes of the cluster nodes. You will also see that the provider
is the Compellent Replay Manager VSS provider.

Manage Volumes -

Connected volumes:

Mount pairt Type Provider Max cor Rescan

“WPWolume{2b6717-878¢c-... Cluste.. Compellert Replay Manager VS5... 4
B.c Local _Micmsch Scfiware Shadow Copy 4
CAClusterStorage CSV-DATA CSV Compellent Replay Manager V55... 4
H C\ClusterStorage \CSV-05 csv Compellent Replay Manager V55... 4
B s Cluste... Compellent Replay Manager V55... 4

< m >

[ ] Dieable changed block tracking for this host {not recommended)

| ok || Cancel

I have found that setting the Max concurrent snapshots on these CSV volumes to 1 instead of the
default 4 reduces the potential for the hardware VSS provider to attempt and create snapshots of the
same volume. The timing and communication between VEEAM and the hardware VSS provider can
be a bit sensitive and this tweak helps with that. If you still run into issues consider using the
“HyperVRestrictConcurrentSnapshotCreation” registry tweak (http://forums.veeam.com/microsoft-
hyper-v-f25/advice-on-backing-up-csv-with-hardware-vss-writer-t21016.html) as an extra aid.

Configuration of the Off Host Backup Proxy
Check if you can see the CSV LUNs that are presented to this server in Disk Manager or in Diskpart

b @ Local Users and Groups
b (%) Performance

= Device Manager ;ﬁgkkm
4 =5 Storage 1023.83 GB 1023.87 GB
b e Windows Server Backup Offline (j

(=9 Disk Management
4 By Services and Applications
b [f# Routing and Remote Access|| “@IDisk 15

5 Services Basic

23 WMI Control 249.88 G.E 249.87 GB
b L& Message Gueving Offline
—— s
Basic
1228.67 GB 1228.67 GB
Offline i
Cisk 17|
Basic
499,88 GB 499.87 GB
Offline i
o . . L Microsoft:
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N Administrator: Command Prompt - diskpart M

wdiszkpart

icrosoft DiskPart version 6.3.7688

opyright <(C» 19992013 Microsoft Corporation.
On computer:

ISKPARI > list disk
Disk it Status

Disk 14 1824 GB
Disk 15 258 GB
Disk 16 1228 GB
Disk 17 588 GB

[SKPART > _

If you can’t, rescan your disks. If that doesn’t help check the SAN configuration & mapping. If you can

you’re good to continue.

Go to your backup proxy and go to Properties.

Proxy Tools |

Edit Disable Remove
Proxy Proxy Proxy

Backup Infrastructure | Type in an object name to search for
|=] Backup Proxes Mame Type
E Backup Repositories _J [ . 3 “yper-y
E Disable proxy M

Y WAN Accelerators
4 i SureBackup
i Application Groups 4
55 Vitual Labs | :
4 'ﬁ} ﬁnaged SEMVES fl“ PFGE.EFUEEN
A -*:» Microsoft Hyper-\
4 _1,:__ Hyper-V Clusters

Upgrade..

Remowve

&5 W2K1ZRZRTM
i Standalone Hosts
_:-&L_, Microsoft Windows

Microsoft’
WI'L3» Most Valuable

Didier Van Hoye http://workinghardinit.wordpress.com
Professional




VEEam

IT JUST WORKS!™ Revision 1.0 - Didier Van Hoye ©2014

Under connected volumes you click on “Choose”.

= Server
Choose a server for off-host Hyper-V backup proxy. You can only select between Microsoft Windows servers added to the
managed servers tree in the console. The server you select must have Hyper-V server role enabled.
Choose server:
| v| [ Add New...
Traffic
Prowy description:
Review Created by BN N at 2/21/2014 5:42:09 PM.
Apply
Summary Connected volumes:
|Manua| selection | | Choose...
Max concurrent tasks:
o
| < Previous | Next = | | Finish | | Cancel |

You can leave it on auto selection or do manual selection. We choose manual (Populate doesn’t
always seem to work 100%) and select “Add”.

() Automatic detection
Backup proogy server will automatically detect volumes it can backup VM files from.
Awvailable volumes will be rescanned perodically to detect newly added volumes.
®) Manual selection

Backup proogy server will anby backup VM files located on the volumes listed below.
The volumes list must be managed manually as the storage infrastructure changes.

Yolumes:

Huost Maount pairt
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We now navigate to our new Hyper-V cluster and see the CSVs we have available on this cluster for
backup. Select them and click “OK”.

Select objects:
4 @ Hosts and Vaolumes
== [ |
4 ﬂﬂ W2K12ZR2ZRTM

|E ~ Type n an object name to search for

| oK

Let the discovery take place.

Edit Hyper-V Offhost Proxy £
il Server
Choose a server for off-host Hyper-V backup proxy. You can only select between Microsoft Windows servers added to the
managed servers tree in the console. The server you select must have Hyper-V server role enabled.
PSS G sever
| v| | Add New..
Traffic
Proxy description
Review Created by B N _at 2/21/2014 5:42:05 FM.
Apply
Summary
Discovering installed components... | | oo
| < Previous | Nend > | | Finish | | Cancel |

- . - ) Microsoft
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When done skip the throttling part, we have no need as our backup target is locally attached to the
server.

Traffic

Choose whether you want to compress the network traffic, and use inboud and outbound traffic throttling for this backup proxy.
Traffic compression setting is used for replication onby.

Throttling
Limits outbound data rate when sending the data to the specified destinations.
Throttling is global across backup prosdes, with available bandwidth split equally.

The following throttling rules apply to this proxy:

Target IP address range Thrattling Time

Manage network traffic throttling rules

Review your settings (defaults should be fine) and click “Next”

Review
Please review the settings and click Next to continue.

Backup proxy settings:

Server name:
Server type:
Cores:

Maxx tasks:

The following components will be processed on s w0

Transport already exists

Professional

- . - - Microsoft
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Let the settings apply.

=4  Apply
& Flease wait while required components are installed and configured. This may take a few minutes. ..

Server Log:

Message

& Registering client. " 1 for package Transpart

& Al required packages have been successfully installed

& [~~~ 7] Discovering installed packages.

(V1§ ] Creating database records for proxy.

[ "0 V] Creating database records for installed packages.
& Hyper-V backup proxy created successfully.

| < Previous

We're done and have successfully modified/update our Off Host backup Proxy. Click “Next” to get to
the summary page.

P Summary
& *You can copy the corfiguration information below for future reference.

Server Summary:
Hyper-V offhost backup proxy was successfully modified.

Traffic

| < Previous | MNext > || Finish || Cancel

Click “Finish” to end this part of the configuration.

Note that we will have to do this anytime we add a CSV to a cluster or remove one, for proper
housekeeping.

- . - . Microsoft
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The Results

Well let's create and run a backup job that uses this off host backup proxy. | leave configuring that
job as an exercise for the reader, it should be a fairly familiar exercise. Let’s see what the results are.

Here's a screenshot of our results. Nice speeds right? As we have both the DELL Compellent Replay
Manager transportable snapshot presented to our VEEAM off host backup proxy for reading the data
for backup and have the backup repository on the same server we don’t need to copy any more data
over the wire.

E W2K12R2RTM-TESTO2 (Full =
Job progress: Jof SVMs_
Summary Data Status
Duration: 0:16:54 Processed 150.0:GB {39%) Success: 19
Processing rate: 535 MB/s Read 1435GE Wamings:
Bottleneck: Source Transfered 15.0 GE {5.6x} Emors: 1]

Throughput (=l time)

A A M.
VM name Status Action Duration
Z W2KI2RZRT.. & Success & Queued for processing at 2/21/2014 5:58.02 PM
2 W2K12R2RT... @ Success @Reuuwred backup infrastructure resources have been assigned 0:09:52
5 W2K12R2RT... @ Success &2 VM processing started at 2/21/2014 6:08:00 PM
VM size: 500GB
& Preparing to create snapshat 0:80:25
& Subscrbing to guest processing companents 0:00:01
@Creatlng snapshot Compellent Replay Manager V5SS Provideron... 0:02:21
@ Indexing guest file system 0:00:04
& Inventoring guest system 0:00:01
QD Saving xml
€2 Updating auxiliary data backup_doc
@ Updating auxiliary data writer_doc
& Using backup progy. for disk C\ClusterStorage®C5 ..
& Hand disk 1 (50.0 GB) 47.4 GB read at 522 MB/s 0:01:33
QSaving GuestindexData zip
@ Publishing guest file system index to catalog
53‘ Finalizing
& Truncating transaction logs
& Swap file blocks skipped: 2.6 GB
@Busy: Source 99% > Proxy 26% » Network 8% > Target 0%
@ Primary bottleneck: Source
£ Network traffic verification detected no conupted blocks
@ Processing finished at 2/21/2014 6:14:44 PM

Do note that having both the DELL PowerVault DSM and the Compellent DSM on the same host
might not be supported officially. As always the results you get will vary due to a number of reasons
in your environment. The challenge is keeping the pipes filled and balanced. You need to find the
optimal number of jobs (against separate clusters even) to find the balance between the source,
VEEAM Backup & Replication VMs and the backup target (VEEAM Off Host Proxy & repository). This
means that it can compete with the best out there and at a much more attractive price point due to
the easy licensing not charging you per workload (SQL Server, Exchange, AD, File Servers) and the
fact they don’t charge huge amounts of money for deduplication, backup capacity and so on.
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